MASTER AGREEMENT

THIS AGREEMENT is made the                        day of                                        .

BETWEEN:

SMS EXPERT LIMITED

(Registered Number 12106151) whose office is at Oak Business Centre, 79-93 Ratcliffe Road, Sileby, Leicestershire, LE12 7PU

(known herein as “SMS Expert”).






(Registered Number                                    ) whose registered office address is at












(known herein as “                       ”).

Where the context permits SMS EXPERT and

may be referred to collectively as “the Parties” and individually as a “Party”.

                              may also be referred to as the “Customer” or “Client”.

If this agreement has been presented electronically on any website owned by SMS EXPERT during the client signup process, whilst ordering any SMS EXPERT product or service or during any other time when the user is accessing, configuring or using any SMS Expert services or products then full and legally binding acceptance of this agreement is implied by both parties by proceeding with the client signup or by placing the order or by accessing, managing, configuring or using any SMS Expert products or services and a signature is not required on this Agreement and the name of the other party is taken to be that of the client signing up or making the transaction or using or managing the SMS Expert services or products.  A full electronic record is kept by SMS EXPERT of all account creations and all transactions and uses made by all clients.

IN WITNESS WHEREOF, this Agreement has been signed by the duly authorised representatives of the Parties the day and year first above written.  Both parties have fully read and understood the entire Agreement as laid out in this document and any annexed Appendices and Addendums to this Agreement.
SIGNED by



……………………………………….………
Position




Director

For and on behalf of


SMS EXPERT LIMITED

SIGNED by



……………………………………….………
Position










For and on behalf of








A

GENERAL

1

Definitions

“Adult or Gambling related service”

any Service that involves gambling, betting, adult, sex or over 18 services or information or that uses an SMS Expert mobile domain name which incorporates an adult, sex or over 18 related word;

“Affiliate” or “Agent” or “Sales Agent”
a Customer that acts as a referrer or promoter of the Services offered by SMS EXPERT and looks to gain a commission payment in return for referring business to SMS EXPERT. Also a Customer who uses or sends Premium Rate SMS and under this Agreement or Addendums to this Agreement is due a Commission on such Premium Rate SMS;
“Affiliate Newsletter Mailing List”

a mailing list maintained and held by SMS EXPERT which contains the email addresses of its affiliates for the purposes of sending regular information and news related to SMS EXPERT Services and its various Affiliate schemes;

“Agreement” or “SMS EXPERT’s Conditions” or “SMS EXPERT’s Agreement”

this document and any Appendices and Addendums to this Agreement which contains the contract between SMS EXPERT and the Customer;

“Appendices” or “Appendix”

a sections of this Agreement that contain information specific to prevailing Services offered by SMS EXPERT;

“Application Programming Interface” or “API” or “API Software”

a published interface to allow Customers to interface with various Services by way of alternative methods to using the SMS EXPERT website.  These allow the Customer to build more dynamic and bespoke interfaces which are specific to the Customer requirements;

“Addendum to this Agreement” or “Order Form”

means any document annexed to this Agreement from time to time and signed by both parties or agreed to by both parties when they are presented electronically on any SMS Expert website which details the services and products plus amendments or additions to the features, prices and commissions of any product or service to be provided to the Customer.  The following documents and client supplied information, which can be viewed and updated by the client when they login to their account on any of the SMS Expert websites are all addendums to this agreement.  If any of these documents or electronic forms for completion/update by the client are unclear or cannot be located then it is the clients responsibility to locate them by contacting SMS Expert and requesting them.  It is also the clients responsibility to notify SMS Expert as soon as possible if they feal that any of the prices, commissions or other information in any part of the contract or addendums is incorrect.
· The addendums shown on the “My Contracts” page under the headings “Main Client Contract” or “Addendums to Client Contract”
· Any further addendums shown on the “My Contracts” page under the heading “Personal Addendums”

· The profile page consisting of full up to date and correct details of who the client is and all their contact details, as provided by the client and updated by them from time to time

· The profile page, specifically the area marked “Service Description Form” or “What this account is used for” , as provided by the client and updated by them from time to time

· The information and pricing details presented on any “Packages and Prices” page or given to the Customer by email
· The documentation and other information provided on the SMS Expert website in the Developers & Support area
· The Data Processing Agreement (also known as DPA) which is part of this Agreement document
· The Privacy Policy shown on the “My Contracts” page under the heading “Privacy Policy” and also referred to within the DPA part of this Agreement document as the Privacy Policy Document
“Affiliate’s Website”

any website of the Affiliate which includes a link to SMS EXPERT’s Websites;

“Back-up Services”

means any data back-up, storage and restoration service provided by SMS EXPERT;

“Commission”

a payment made to a Customer who is acting as an Affiliate and payable in return for them referring business to SMS EXPERT.  Also a payment made to a Customer in return for their usage and sending of premium rate sms;

“Commencement Date”

the date of acceptance of this Agreement by the Customer;

“Conditions”

This Agreement represented by this document, the Order Form, the Appendices, any Addendums to this Agreement and any terms specifically agreed in writing by SMS EXPERT, all of which represent the contract between SMS EXPERT and the Customer;

“Customer”

means the customer to whom SMS EXPERT has agreed to provide the Services and whose details appear in the definition of Parties at the beginning of this Agreement;

“Customer Account”

SMS EXPERT’s record of each individual Customer, any orders placed by them and logs of their usage of the Services;

“Customer Server”

means any computer server equipment operated and owned by the Customer;

“Customer Site”

means any website operated and owned by the Customer;

“Fees”

means the fees published by or on behalf of SMS EXPERT from time to time in this Agreement or in an Addendum to this Agreement and payable in pounds sterling;

“PHONEPAYPLUS”

The regulatory body for all premium rate charged telecommunications services whose codes of practice and guidelines are held at http://www.PhonepayPlus.org.uk;

“IMCB”

The Independent Mobile Content Body – http://www.imcb.org.uk
“UK Code of Practise”

for self regulation of new forms of content on mobiles.

“MDA”

Mobile Data Association whose guidelines cover the universal STOP command – http://www.mda-mobiledata.org
“Intellectual Property Rights”

any intellectual property rights or other proprietary rights including but not limited to copyright, design rights, trade marks or names and patents in each case whether registered or unregistered names;

“SMS Expert mobile domain name” or “mobile domain name” or “Keyword”
the name of a Service provided by SMS EXPERT to its Customers.  A Keyword or mobile domain name may be registered by a Customer at the SMS EXPERT websites and is a unique keyword for use on a specific mobile shortcode number or MSISDN for either sms text message or mms picture message purposes.  Once registered the Keyword or mobile domain name may be sent by the Customers users via an sms text message or mms picture message (depending on which type of Keyword is registered) from their mobile phone to the shortcode number or MSISDN and which on receipt causes one or more events to occur.  These events might by way of example include: the immediate reply of Customer-provided text back to the users mobile phone and billed either to the user via a premium rate sms or paid for out of a Prepay Wallet funded by the Customer; forwarding of the text message to an email account or internet web server operated by the Customer; lookup of the users geographical location by way of detecting their mobile handset location;

“SMS EXPERT”

means SMS EXPERT Limited (Company Number: 4344060), also trading as “SMS Expert”, and its employees, agents or sub-contractors (as appropriate);

“SMS EXPERT Server”

means the computer server equipment operated by SMS EXPERT for the provision of the Services;

“SMS EXPERT’s Websites” or “Website”

any Websites owned and operated by SMS EXPERT and accessible via the internet;

“Links”

a hypertext link from a Customer, Affiliate or Reseller owned website to any of the websites owned or operated by SMS EXPERT.  For the purposes of tracking Affiliate Commissions this Link must be in the form “http://yourname.sms.expert” to be properly formatted, where the link is broken down into three components: (1) “http://” this text must remain as is; (2) “yourname” this is a unique word chosen by the affiliate and agreed by SMS EXPERT at the time of signing up to this Agreement; (3) “.sms.expert” this is any of SMS EXPERT's websites as instructed to the affiliate at the time of signing up to this Affiliate Agreement, for example it may be “.sms.expert”;

“Location Based Services”

a Service provided by SMS EXPERT which allows the geographic location within the UK of a Customers users to be found based upon the current location of the users mobile phone handset;

“Minimum Balance”

the minimum amount of Commission that SMS EXPERT will pay to a Customer or Affiliate each month.  If the Commission Balance is below this amount then the Commission will be rolled forward to the next month;

“Mobile Operators”

The companies that operate the mobile telephone networks, including but not limited to 3UK, Orange, T Mobile, Vodafone, Virgin and O2.  Where a Service is offered for use outside of the UK then Mobile Operators includes all applicable mobile telephone networks in the countries that the Service is being offered.
“MSISDN mobile number”

a Mobile Subscriber ISDN Number operated by SMS EXPERT which may be used for Customers or a Customers users to send keywords and other sms text messages to.  The combination of an MSISDN and keyword creates an SMS Expert mobile domain name;
“Order”

means the Customers application for the Services and represented by the details laid out on the Order Form;

“premium rate sms”

sms text messages sent to mobile phones which are billed at premium tariffs by the mobile network operator directly to the phone bill or pre-pay wallet of the phone owner.  Such messages do not cost SMS EXPERT or the Customer to send and SMS EXPERT receives back a commission from the mobile network operator of which a portion is passed on to the Customer.  Such messages together with the sending and marketing of them are governed by PHONEPAYPLUS;

“Qualifying Services”

those Services provided by SMS EXPERT to the Customer as detailed in any Appendices to this Agreement or any Addendums to this Agreement on which commission is payable to the Affiliate pursuant to this Agreement;

“Reseller”

a Customer that resells the Services of SMS EXPERT;

“Referral”

a Customer who visits SMS EXPERT’s Websites for the first time as a direct result of having followed the Link from the Affiliate’s Website;

“Distance Selling Regulations”

means the Consumer Protection (Distance Selling) Regulations 2000;

“Secure Server”

means an SMS EXPERT Server that has a recognised digital certificate installed to allow SSL (Secure Socket Layer) encryption;

“Services”

means any products or services provided by SMS EXPERT to the Customer under this Agreement, the Appendices or any Addendums to this Agreement including but not limited to the sending and receiving of sms text messages and mms picture messages. A product or service may include web-based solutions, API’s and software and these may be offered generally to all Customers or as a bespoke offering to a specific Customer;
“Shortcode”

a short number, usually but not always five digits long operated by SMS EXPERT which may be used for Customers or a Customers users to send keywords and other sms text messages to.  The combination of a shortcode and keyword creates an SMS Expert mobile domain name;

“sms routes”

means the different available routes provided by SMS EXPERT for Customers to send sms text messages through and which each have unique prices and features as detailed in this Agreement or an Addendum to this Agreement;

“standard sms”

sms text messages sent to mobile phones which are usually free for the recipient to receive but which cost the Customer to send according to the prices detailed in this Agreement or an Addendum to this Agreement;

“Third Party Software”

software that has been developed by parties other than SMS EXPERT and which is available to the Customer through the Website;

“wallet” or “Prepay Wallet”

a Customer may deposit funds with SMS EXPERT for the purpose of pre-paying for the Services.  The size of the fund will be reduced automatically as and when the Customer uses the Services;

1.1

In these Conditions, the following words and expressions have the following meanings:

1.2

Where appropriate, words denoting a singular number only shall include the plural and vice versa and words referring to an individual shall include a firm or company as appropriate and vice versa.

1.3

References to any statute or statutory provision include a reference to that statute or statutory provision as from time to time amended, extended or re-enacted or consolidated and all statutory instruments or orders made pursuant to it.

1.4

All warranties, representations, indemnities, covenants, agreements and obligations given or entered into by more than one person in this Agreement are given or entered into jointly and severally.

1.5

The headings in these Conditions are inserted only for convenience and shall not affect their construction.

2

Application of Conditions

2.1

These Conditions, the Order Form, the Appendices, any Addendums to this Agreement and any terms specifically agreed in writing by SMS EXPERT supersede any terms stipulated or discussed in any negotiations or any course of dealing between SMS EXPERT and the Customer.

2.2

The Customer acknowledges that there are no representations outside this Agreement that have induced it to enter into this Agreement. This Agreement and any Addendums to this Agreement constitute the entire understanding between the parties for the provision of the Services. All other terms and conditions express or implied by statute or otherwise are excluded to the fullest extent permitted by law.

2.3

Unless otherwise provided in these Conditions no modification of these Conditions that is requested by a Customer or by a potential Customer shall be effective unless agreed in writing by a duly authorised Director of SMS EXPERT.

2.4

SMS EXPERT may from time to time amend these Conditions. Amended Conditions will be delivered to the Customer at least one month prior to the implementation of the amendment, unless any part of this agreement or any amendments to this Agreement allow for a shorter notice period of amendment to the Services or the pricing of the Services.  The acceptable methods of delivering amended Conditions to a Customer is either by emailing them to the Customer at his last know email address given on his account, or by uploading them to the SMS EXPERT website and making them available within the Customers control panel area.  Should the Customer place an Order or continue to use or manage any of the Services following delivery of any amendments it will be deemed to have immediately accepted the amendments in full and the amendments will be implemented for that Customer with immediate effect rather than wait for one month.  It is the Customers responsibility to check for amendments to the Conditions at regular intervals.
3

Obligations of the Customer

3.1

The Customer shall not:

3.1.1

submit to SMS EXPERT any Order that it knows or should (after reasonable enquiry) have discovered, infringes or might reasonably be considered to infringe the Intellectual Property Rights of any third party;

3.1.2

use the SMS EXPERT Server or any of the Services in any way that might reasonably be considered to infringe the rights of any third party, including but not limited to trademark infringement, copyright infringement, passing off and defamation.

3.1.3

reverse engineer, de-code or in any way disassemble any software provided by SMS EXPERT in relation to the provision of the Services;

3.1.4

use the SMS EXPERT Server or any of the Services to send, relay, upload, post or receive replies to any unsolicited or unauthorised e-mail messages, mobile phone sms text messaging or any other form of messaging, promotional materials, junk mail, spam, chain letters or other form of solicitation;

3.1.5

use the SMS EXPERT Server or any of the Services to communicate, reproduce, transmit, store or knowingly receive any material that is offensive, abusive, indecent, defamatory, obscene, menacing or in breach of confidence or that breaks any of the rules, codes of practice or guidelines of any regulatory industry body including but not limited to PHONEPAYPLUS, IMCB, MDA, MMA, ASA or other rules and regulations in any country as laid down from time to time by the Mobile Operators or any other legislation or applicable laws in any country.

3.1.6

advertise an SMS Expert mobile domain name or any product or service offered by or through an SMS Expert mobile domain name hosted by SMS EXPERT using unsolicited or unauthorised means including junk mail, spam, sms text messaging, chain letters or any other form of solicitation; or

3.1.7

enter any incorrect or incomplete name, business name, address, email address, telephone number or any other false information on the Order Form or otherwise enter information intended to conceal the Customer’s identity. The Customer further acknowledges that it is its responsibility to notify SMS EXPERT of any changes to its details and to ensure that those details provided are kept up to date.

3.2

In the event of any breach of the provisions of clause 3.1 by the Customer, SMS EXPERT reserves the right forthwith to withdraw, suspend or cancel the Services.

3.3

The Customer acknowledges that it is solely responsible for maintaining adequate insurance cover in respect of any loss or damage relating to the provision of the Services.

3.4

The Customer acknowledges that the internet is not a completely secure medium of communication, and, whilst SMS EXPERT has taken steps to safeguard the security of some information (i.e payment details using Secure Sockets Layer "SSL" technology which encrypts the information the Customer inputs on its system before it is transmitted to SMS EXPERT) the Customer inputs on the Website or sends to SMS EXPERT on the internet, SMS EXPERT is not and will not be responsible for any damages the Customer may suffer as a result of the loss of confidentiality of such information.

3.5

The Customer warrants, represents and undertakes that it will obtain all necessary licenses and consents in respect of its SMS Expert mobile domain names and any material transmitted or stored using the Services prior to posting such material;

3.6

The Customer warrants, represents and undertakes that any SMS Expert mobile domain names, any material transmitted or stored using the Services and any material linked to or referred to by way of the Services is not offensive, abusive, indecent, defamatory, obscene, menacing, in breach of confidence, and/or does not infringe the Intellectual Property Rights of any third party or contain a virus or other hostile code or constitute or encourage a criminal offence;

3.7

The Customer warrants, represents and undertakes that it will not nor will it permit or authorise any other party to use the SMS EXPERT Services in breach of any law or regulation in any country;

3.8

The Customer warrants, represents and undertakes that it will not nor will it permit or authorise any other party to use the SMS EXPERT Services in any way which is or may be detrimental to SMS EXPERT;

3.9

The Customer warrants, represents and undertakes to abide by any limitations imposed by SMS EXPERT and to keep secure any confidential information provided by SMS EXPERT including any passwords.

3.10

The Customer must complete the profile page within their electronic account on any of the SMS Expert websites to fully describe all Keywords within 24 hours of registering them.  The Customer must complete the profile page within their electronic account on any of the SMS Expert websites to fully describe all proposed uses of any SMS Expert Service before the Service is launched.  SMS EXPERT reserves the right to grant or deny any Keyword or Service from being used although SMS EXPERT will not unreasonably deny the Keyword or Service without good reason and will not unreasonably delay such notification.  The Customer must supply the new Keyword or Service description on the profile page within their electronic account on any of the SMS Expert websites with reasonable notice before the Keyword or Service is due to be used or go live so that SMS EXPERT has sufficient time to evaluate the proposed Keyword and Service usage.  SMS EXPERT can not be held responsible for not providing the go-ahead for use of a Keyword or Service in time for the Customers required Keyword usage or Service start date.  If any supplied descriptions of the clients usage of any Keyword or Service is considered by SMS Expert to be insufficient, incorrect or suspected of breaking any applicable legislation, laws or industry code of conduct or the Customer fails to comply with this clause then this will be considered to be a breach of this Agreement and SMS EXPERT may terminate this Agreement with immediate effect.
4

Obligations of SMS EXPERT
4.1

In the event that the Customer submits any Order or uses any or all of the Services in such a way as may in SMS EXPERT’s opinion expose SMS EXPERT to the risk of legal or other proceedings or expose SMS EXPERT to loss or damage of any kind, SMS EXPERT reserves the right to refuse to process or continue processing any Order or to withdraw, suspend or cancel the Services or take any other action as it in its absolute discretion it sees fit.

4.2

SMS EXPERT will comply with all applicable data protection legislation in relation to the personal details that the Customer provides on the Order Form.  All information provided to SMS EXPERT will be dealt with in accordance with SMS EXPERT’s privacy policy which can be found on the Website. The Customer acknowledges that SMS EXPERT is under no obligation to edit, review or modify information provided by or on behalf of the Customer.  In order to maintain the integrity of the service, SMS EXPERT reserves the right to forward contact details to the police, or other regulatory authorities where requested to do so, SMS EXPERT may also forward contact details where a complaint arises concerning the Customer’s use of the Service and where that use is deemed by SMS EXPERT to be inconsistent with these user conditions.

4.3

In the event that software that has been developed by third parties ("Third Party Software") is available to the Customer through the Website and such Third Party Software is licensed to the Customer pursuant to separate terms ("Third Party Licenses") the Customer agrees that he has had the opportunity to review the Third Party Licenses and agrees to comply with them. In the event of a conflict between these Conditions and a term of a Third Party License, the terms of the Third Party License controls with respect to the applicable Third Party Software only.

4.4

SMS EXPERT shall use its reasonable endeavours to obtain registration of an SMS Expert mobile domain name where requested.

4.5

SMS EXPERT does not warrant or guarantee that an SMS Expert mobile domain name requested by the Customer will be registered or be capable of registration and the Customer should take no action in respect of the requested SMS Expert mobile domain name until the Customer has been notified that the requested SMS Expert mobile domain name has been registered.

4.6

If required by the Customer and offered as part of this Agreement or an Addendum to this Agreement, SMS EXPERT will provide url and e-mail forwarding for SMS Expert mobile domain names whilst they are registered to the Customer.  SMS EXPERT will not be liable if the Customer does not successfully receive any inbound SMS Expert requests that have been forwarded to the Customers web server or e-mail address.

4.7

Services that allow mobile users to send Multimedia Messages (MMS) in to a Service provided by SMS EXPERT and therefore allow a Customer to request such messages be sent from their own customers are offered only on a beta-trial basis and may be withdrawn at any time.

5

Fees

5.1

The Customer shall pay to SMS EXPERT the Fees in full, inclusive of any additional costs incurred by SMS EXPERT in providing the Services and for processing an Order (subject to clause 5.4).  The amount of the Fees to be paid and the schedule of payments will be as detailed in this Agreement and the Addendums to this Agreement.
5.2

The Fees shall be paid by the Customer, as detailed in this Agreeement, the Addendums to this Agreement and the Appendices, without set off or counterclaim.

5.3

The Customer acknowledges that the provision of the Services is conditional on SMS EXPERT receiving payment of the Fees in full and in the event of non payment of Fees or suspected fraudulent activity in relation to payment of Fees by the Customer, SMS EXPERT reserves the right forthwith to withhold, suspend or cancel the Services.

5.4

The Customer acknowledges that occasionally unforeseen charges are incurred in processing Orders. SMS EXPERT shall obtain the Customer’s consent in writing or by email before incurring such charges.

5.5

Interest will be charged on overdue accounts at a rate of 4 % above the base rate from time to time in force of National Westminster Bank PLC or such other rate as may be published on the Website. Such interest will be calculated on a daily basis from the date payment was due until the date payment is received (including any time following the entry of judgement) and will be compounded monthly.

5.6

If the Customer has opted to pay instalments for a product or service then it acknowledges that the full amount over the full contracted period is due and that the product or service may not be cancelled before the end of the contracted period without written permission of an SMS EXPERT Director or immediate payment in full for the entire contracted period.  Suspension of payments before the end of the contracted period for whatever reason will be considered a failure to fully pay for a contracted service and SMS EXPERT will reserve all rights to pursue the Customer for full payment, costs in chasing payment plus interest as detailed in clause 5.5.  SMS EXPERT also reserves the right the cancel or suspend all of a Customers Services without notice if payment instalments are not made on time.  If a Service is suspended by SMS EXPERT then it reserves the right to charge a re-connection fee to the Customer before the Service is made available again.

6

Bulk Discounts

If the Customer places an Order for multiple items where the relevant Fee is advertised on the Website as a discounted Fee and one or more of the items ordered is unavailable then SMS EXPERT reserves the right to charge the Customer for the advertised discounted Fee for the number of items actually available.

7

Cancellation, Refunds and Credits

7.1

If an SMS Expert mobile domain name requested by the Customer is unable to be registered the Customer will be entitled to a refund of any Fees paid in relation to an Order or a credit against any future Order.

7.2

Subject to clause 7.1 and unless otherwise provided in this Agreement the Customer shall not be entitled to any refund of Fees or a credit against any future Order.

7.3

In entering into a Agreement with SMS EXPERT the Customer acknowledges that performance of this Agreement will begin immediately and that it is hereby forfeiting its right to cancel this Agreement under the Distance Selling Regulations.

7.4

The Customer accepts that any use of the Services by the Customer will amount to a waiver by the Customer of its right to cancel this Agreement under the Distance Selling Regulations.

8

Indemnity

The Customer shall indemnify SMS EXPERT and all it’s Directors and keep SMS EXPERT and all it’s Directors fully indemnified from and against all liability, claims, costs, losses, loss of profits, expenses, business interruption, and other pecuniary or consequential loss (including reasonable legal costs and expenses) suffered or incurred by SMS EXPERT or it’s Directors as a result of:-

(i)

access to and/or use of the Services by the Customer in any country;

(ii)

any information, data or material produced, transmitted or downloaded by the Customer in any country;

(iii)

any breach by the Customer of any of the provisions of these Conditions or of any law, code or regulation in any country.

(iv)

any registration or attempted registration of an SMS Expert mobile domain name that infringes Intellectual Property Rights or which causes a claim that Intellectual Property Rights have been infringed in any country;

(v)

any material delivered or displayed when an SMS Expert mobile domain name is used that infringes Intellectual Property Rights or which causes a claim that Intellectual Property Rights have been infringed in any country;

9

Limitation of Liability

9.1

SMS EXPERT warrants to the Customer that the Services will be provided using reasonable care and skill.

9.2

Except as set out expressly in these conditions, SMS EXPERT excludes all conditions, terms, warranties and representations (other than fraudulent representations) in relation to the whole or part of the Services whether imposed by statute or operation of law or otherwise including but not limited to implied warranties or conditions of accuracy, completeness, satisfactory quality and fitness for a particular purpose.

9.3

Whilst SMS EXPERT makes no attempt in this Agreement to limit its liability for death or personal injury arising from its negligence, in no circumstances shall SMS EXPERT be liable in contract, tort (including negligence or breach of statutory duty) or otherwise howsoever, and whatever the cause thereof for:

9.3.1

any increased costs or expenses;

9.3.2

any loss of profit, business, contracts, revenues, or anticipated savings;

9.3.3

the consequences of any failed or unsuccessful SMS Expert mobile domain name registration or of failed or undelivered sms text messages;

9.3.4

any claims that the SMS Expert mobile domain name registered or requested by the Customer to be registered by SMS EXPERT on behalf of the Customer infringes Intellectual Property Rights;

9.3.5

any claims that any material delivered or displayed when an SMS Expert mobile domain name is used infringes Intellectual Property Rights;

9.3.6

the consequences of any software bugs, errors or interruption in the Services including but not limited to the successful delivery of outbound sms text messages or mms picture messages, the successful receipt of inbound sms text messages or mms picture messages to shortcodes or virtual numbers, the successful receipt of text or picture message delivery receipts, the successful performance of the hlr lookup tool, the correct selection from a pool of virtual numbers of the most appropriate virtual number for use in sending sms text messages, the correct performance and forwarding of the URL shortener and redirect tool and the correct performance of any other bespoke code, API, dashboard or other service provided by SMS Expert for use by the Customer;

9.3.7

any failure of e-mail or e-mail forwarding including without limitation non-receipt and mis-routing;

9.3.8

any failure of internet url forwarding including without limitation non-receipt and mis-routing;

9.3.9

any changes in any of SMS EXPERT’s facilities, operations, procedures, products or Services which render obsolete or require modification of or alteration to the Customer’s equipment or software; or

9.3.10

any special indirect or consequential damage of any nature whatsoever, arising directly or indirectly out of the provision by SMS EXPERT of the Services or the performance by SMS EXPERT of this Agreement.

9.3.11

the consequences of any usage by the Customer or usage by the Customers customers of a mobile phone whilst driving a vehicle or in charge of any machinery.  SMS EXPERT does not condone the use of a mobile phone in any way whilst driving a vehicle or in charge of any machinery.

9.3.12

the consequences of any errors in maps, directions or location based information provided through the Services.

9.3.13

the consequences of any usage of the Services by a Customer or the Customers customers that break or are suspected of breaking any PHONEPAYPLUS, ICO, MDA, IMCB codes of practice or other regulations, codes of practice, legislation or applicable laws or other rules, laws and regulations in any country.

9.4

Notwithstanding anything contained in this Agreement SMS EXPERT’s liability to the Customer in contract, tort (including negligence or breach of statutory duty) or howsoever otherwise arising, shall be limited to the Fees paid by the Customer for the Services.

9.5

The Customer expressly acknowledges that the provisions of this clause 9 satisfy the requirements of reasonableness specified in the Unfair Contract Terms Act 1977 and that it shall be estopped from claiming to the contrary at any future date in the event of any dispute with SMS EXPERT concerning SMS EXPERT’s liability hereunder.

9.6

Where the Services are performed under a consumer transaction (as defined by the Consumer Transactions (Restrictions on Statements) Order 1976) the statutory rights of the Customer are not affected by these Conditions.

9.7

SMS EXPERT will offer the Customer a level of helpdesk support.  Unless re-defined in an Addendum this support will be limited to phone calls and email only during UK office hours and SMS EXPERT reserves the right to require 24 hours to respond to any support enquiry by the Customer.  Unless re-defined in an Addendum this support will not include any help with matters relating to programming of computer software by the Customer.
10.

Suspension and Termination

10.1

Without prejudice to any of its other rights and subject to clause 5.6, either party shall have the right to immediately terminate this Agreement and SMS EXPERT may also suspend or restrict the Services to the Customer, if:

10.1.1

the Customer commits any material or repeated breach of this Agreement and/or, fails to remedy any breach which is capable of being remedied within fourteen days of receipt of a notice requiring it to remedy such breach. For the purpose of this clause a breach of clauses 3, 4 or 5 may be deemed a non-remediable breach and SMS EXPERT may immediately suspend or restrict the Services without notice to a Customer breaching these clauses. In the case of a suspected breach by the Customer SMS EXPERT will take whatever steps it believes necessary to investigate and resolve matters;

10.1.2

the other is unable to pay its debts or enters into compulsory or voluntary liquidation (other than for the purpose of affecting a reconstruction or amalgamation in such manner that the company resulting from such reconstruction or amalgamation if a different legal entity shall agree to be bound by and assume the obligations of a relevant party under this Agreement) or compounds with or convenes a meeting of its creditors or has a Receiver or Manager or an Administrator appointed over its assets or ceases for any reason to carry on business or takes or suffers any similar action which in the opinion of the party terminating means that the other may be unable to pay its debts.

10.2

SMS EXPERT may at any time, and without being required to provide a reason, block Referrals and/or require the Customer, Affiliate, Agent or Reseller to forthwith destroy any and all of SMS EXPERT’s intellectual or proprietary information and/or materials in its possession and remove all Links to SMS EXPERT’s Websites from the Customer, Affiliate, Agent or Reseller Website. Such action will not in itself terminate this Agreement and SMS EXPERT may in its sole discretion subsequently allow further Referrals and the restoration of Links to SMS EXPERT’s Websites from the Customer, Affiliate, Agent or Reseller Website.

10.3

The Customer, Affiliate, Agent or Reseller may at any time, and without being required to provide a reason remove any or all Links to SMS EXPERT’s Websites from the Customer, Affiliate, Agent or Reseller Website. Such action will not in itself terminate this Agreement and the Customer, Affiliate, Agent or Reseller may in its sole discretion subsequently restore Links to SMS EXPERT’s Websites from the Customer, Affiliate, Agent or Reseller Website.

10.4

Subject to clauses 5.6 and 10.7 and there being no outstanding fees owed by the Customer to SMS EXPERT, the Customer may terminate this Agreement by giving one months’ written notice to SMS EXPERT.  SMS EXPERT may terminate this Agreement by giving one months’ written notice to the Customer.

10.5

SMS EXPERT may immediately terminate this Agreement if SMS EXPERT in its sole discretion believes that the Customer, Affiliate, Agent or Reseller Website or any material on the Customer, Affiliate, Agent or Reseller Website in any way breaches the terms of this Agreement or otherwise harms SMS EXPERT in any way.

10.6

On termination of this Agreement howsoever arising:

10.6.1

SMS EXPERT may require the Customer, Affiliate, Agent or Reseller to forthwith destroy any and all of SMS EXPERT’s intellectual or proprietary information and/or materials in its possession and remove all Links to SMS EXPERT’s Websites from the Customer, Affiliate, Agent or Reseller Website.

10.6.2

SMS EXPERT may in its sole discretion reject any Referrals received after the date of Termination from an Affiliate, Agent or Reseller;

10.6.3

within 28 days of termination SMS EXPERT shall provide the Affiliate, Agent or Reseller with a statement showing all Commission due to the Affiliate, Agent or Reseller up until and including the date of termination and shall forthwith pay that amount to the Affiliate, Agent or Reseller minus any reasonable costs incured in making the payment.

10.7

SMS EXPERT may terminate this Agreement immediately without notice and cancel any Services and SMS EXPERT mobile domain names if the Customer has registered a Keyword or an SMS EXPERT mobile domain name free of charge or been given any other free or trial Service.  From time to time SMS EXPERT may offer the chance to register a free Keyword or SMS EXPERT mobile domain name or take up any other free or trial Service and this is done in good faith that the Customer will not abuse any free or trial Service or cybersquat the Keyword or SMS EXPERT mobile domain name in any way or to use it to break the intellectual property rights of third parties.  SMS EXPERT will use its sole discretion to decide if the Customer is abusing any free or trial Service or cybersquating a Keyword or an SMS EXPERT mobile domain name or using it to break the intellectual property rights of third parties and will not enter into discussions with the Customer regarding this matter.  If the Customer requires any further free Keywords or SMS EXPERT mobile domain names under any Service then SMS EXPERT reserves all rights in using its sole discretion to decide if the Customer may be provided with a further Keyword or SMS EXPERT mobile domain name.
11.

Customers who act as a Reseller, Affiliate or Agent or who sends premium rate sms
11.1

If the Customer is acting in the capacity of a reseller of the Services or on behalf of a third party the Customer agrees:

11.1.1

to ensure that its customers or the third party are bound by the Conditions or terms and conditions no less exhaustive than the Conditions;

11.1.2

to ensure that at all times it acts in accordance with its customers’ instructions;

11.1.3

to ensure that it seeks permission from its customers before passing any of their personal details to SMS EXPERT;

11.1.4

to provide all appropriate support to its customers including without limitation general customer services, billing and collection of fees and technical support;

11.1.5

to use commercially reasonable efforts to inform its customers when an SMS Expert mobile domain name registration is due for renewal at least thirty (30) days prior to the end of the applicable registration term;

11.1.6

not to incur any liability on the part of SMS EXPERT;

11.1.7 not to make any representation or warranty on behalf of or pledge the credit of or otherwise bind SMS EXPERT;

11.1.8 that SMS EXPERT will be required to hold data about the Customers customer in order to provide the Services;

11.1.9 
that SMS EXPERT reserves the right to contract with the Customer's customer directly in relation to the provision of the Services on termination of this Agreement with the Customer howsoever arising and/or in the event that SMS EXPERT is unable to contact the Customer and/or in the event that SMS EXPERT receives a complaint from the Customer’s customer providing that the Customers customer has requested SMS EXPERT to contract with them;

11.1.10 
that it is solely responsible for the development, operation and maintenance of the Resellers Website and for the content of the Resellers Website;

11.1.11 that the Customer may also be known throughout this Agreement as a “Reseller” or “Reseller Customer”.

11.2

If the Customer is acting in the capacity of an affiliate or agent the Customer agrees:

11.2.1 not to incur any liability on the part of SMS EXPERT;

11.2.2 not to make any representation or warranty on behalf of or pledge the credit of or otherwise bind SMS EXPERT;

11.2.3 
that upon recommendation a Customers customer or any other party recommended by the Customer will become a Customer directly of SMS EXPERT.  The new Customer will agree to and be bound by this Agreement.  The affiliate Customer will receive a commission for the recommendation as agreed within this Agreement and thereafter will have no involvement in the contract between SMS EXPERT and the new Customer;

11.2.4 
that the Customer may also be known throughout this Agreement as an “Affiliate”, “Affiliated Customer” or “Agent”;

11.2.5 
that it is duly authorised to enter into this Agreement;

11.2.6 
that it shall not mislead any visitors to its site or by any means whatsoever cause any Referral to be made in bad faith;

11.2.7 
that it shall not without the express written permission of SMS EXPERT establish or cause to be established any promotion offering rewards, points or compensation to visitors to the Affiliate’s Website who follow the Link to SMS EXPERT’s Websites;

11.2.8 
that it shall not do anything to harm SMS EXPERT;

11.2.9 
that there is now and will be for the duration of this Agreement no material on the Affiliate’s Website which is misleading, offensive, abusive, indecent, defamatory, obscene, menacing, in breach of confidence or which breaches the Intellectual Property Rights of any third party and that it will not transmit any such material from the Affiliate’s Website nor will it link to any such material from the Affiliate’s Website;

11.2.10 
that it is solely responsible for the development, operation and maintenance of the Affiliate’s Website and for the content of the Affiliate’s Website;

11.2.11 
that in order to enable SMS EXPERT to track Orders placed by Customers accurately the Affiliate warrants that it will ensure that Links are properly formatted and acknowledges that SMS EXPERT will not be liable to pay Commission on any Orders not tracked as a result of the Affiliates failure to set up such Links correctly;

11.2.12 
That SMS EXPERT warrants to the Affiliate that it will be responsible for all aspects of processing orders submitted by Customers. The Affiliate acknowledges that all orders will be governed by SMS EXPERT’s Conditions and that SMS EXPERT has the absolute right to reject any orders or Referrals which in the opinion of SMS EXPERT breach SMS EXPERT’s Conditions or do not comply with any requirements it may lay down from time to time;

11.2.13

Commission payments to the Customer will be monthly and approximately 90 days in arrears from the end of the month in which the commissions are earned.  Commission payments may be subject to various delays including but not limited to each mobile network operator having made full payment to SMS EXPERT, and as such SMS EXPERT reserves the right to delay Commission payments to the Customer.  SMS EXPERT is not liable in any way for delayed Commission payments to the Customer. Customers are responsible for enquiring with SMS Expert as to whether any Commissions are ready for payment and must then make a request via the SMS Expert website or by email to claim any Commission owing. SMS EXPERT will not pay Commissions unless the Customer has made a claim by requesting the Commissions in this manner. No charge or interest may be levied on SMS EXPERT if Commission payments are deemed by the Customer to be late for any reason. If any Commissions are unclaimed by the Customer for any reason for a period of six months or more then the Commissions will lapse and will no longer be owed from SMS EXPERT to the Customer.
11.2.14

Commission payments based on premium rate sms messages sent by the Customer are specifically based on those successfully received and charged by the mobile network operator to the recipients mobile phone account or pre-pay wallet.  Premium rate sms messages sent but not received or successfully billed by the mobile network operators to the recipients mobile phone account or pre-pay wallet will not qualify for Commission.  In the case that a mobile network operator is unable to provide to SMS EXPERT full and detailed records of all premium rate sms and the success of delivery and charging, SMS EXPERT reserves the right to pro-rata commission monies received from the mobile network operators equally between all Customers who send premium rate sms.  The Customer acknowledges that SMS EXPERT’s records shall be the sole determining factor in calculating whether Commission is payable, the amount of Commission due and the amount due in respect of any charge-backs and that SMS EXPERT’s calculations are final and binding upon it.

11.3

If the Customer is acting in the capacity of a reseller, affiliate or agent the Customer agrees:

11.3.1 
that following acceptance of the terms of this Agreement and Addendums to this Agreement by the Affiliate, Agent or Reseller SMS EXPERT will grant to the Affiliate, Agent or Reseller for the duration of this Agreement a revocable, non-exclusive, worldwide, royalty-free licence to display a Link to SMS EXPERT’s Websites for the sole purpose of enabling referrals to SMS EXPERT’s Websites from the Affiliates, Agents or Resellers Website;

11.3.2 
that in addition to a Link the Affiliate, Agent or Reseller may provide an SMS EXPERT mobile domain name search box which will permit visitors to the Affiliates, Agents or Resellers Website to input their chosen SMS Expert mobile domain name and will then navigate them to a page on SMS EXPERT’s Websites containing the results of their search query. Details of how to provide an SMS EXPERT mobile domain name search box can be found on SMS EXPERT’s Websites;

11.3.3 
that if the Customer is acting in the capacity of a Reseller SMS EXPERT will grant to the Reseller for the duration of this Agreement a revocable, non-exclusive, worldwide, royalty-free licence to use an Application Programming Interface (“API Software”) in order to carry out Customer account creation, SMS Expert mobile domain name availability searching and Service ordering and management remotely from the Resellers website.  The sole and exclusive intellectual property rights and ownership of the API Software will remain with SMS EXPERT and the Reseller may not reverse engineer, de-code or in any way disassemble any API Software provided by SMS EXPERT nor may it use the API Software for any other purpose other than that granted within this clause 11.3;

11.3.4 
that following acceptance of the terms of this Agreement by the Affiliate, Agent or Reseller SMS EXPERT will grant to the Affiliate, Agent or Reseller for the duration of this Agreement a revocable, non-exclusive, worldwide, royalty-free licence to display those trademarks (whether registered or not) and names as listed in the Appendix of this Agreement or Addendum to this Agreement and in a manner and conforming to the rules of usage as shown in the Appendices or Addendums to this Agreement.  The trademarks and names may only be displayed for the purposes of promoting the Affiliate, Agent or Reseller and their promotion or recommendation of the Services.  No other trademark or name that is not in the Appendices or Addendums to this Agreement may be shown without the prior written agreement of an SMS EXPERT Director.  SMS EXPERT may at any time revoke all rights to use any trademark or name granted under this Agreement and SMS EXPERT’s decision in this matter will be final;

11.3.5 
that save for the licence granted under this clause 11.3 the Affiliate, Agent or Reseller will not obtain any Intellectual Property Rights under this Agreement;

11.3.6 
that the Affiliate, Agent or Reseller shall indemnify SMS EXPERT and keep SMS EXPERT fully indemnified from and against all liability, claims, costs, losses, loss of profits, expenses, business interruption, and other pecuniary or consequential loss (including reasonable legal costs and expenses) suffered or incurred by SMS EXPERT as a result of any breach of the terms of this Agreement by the Affiliate, Agent or Reseller or the employees or subcontractors of the Affiliate, Agent or Reseller.

11.4 
If the Customer is acting in the capacity of an Affiliate or agent:

11.4.1 
the Affiliate will be paid commission ("Commission"), subject to clause 11.4.5 below, on each Qualifying Service purchased by a Customer on the Customer Account opened in the name of that Customer as a result of a Referral.  Commission will only be due for such purchases made on the same day as the Customer Account is opened and will not be due for any future purchases made by the Customer following the day on which they open the Customer Account.  Commission will not be payable:

11.4.1.1

in respect of those Customers whose first visit to SMS EXPERT’s Websites did not occur via a Referral; or

11.4.1.2

in respect of any Qualifying Services purchased for the Affiliate itself or an associate of the Affiliate.

11.4.2

The amount of Commission payable per Qualifying Service is 10% of the full purchase price.

11.4.3

The Affiliate acknowledges that SMS EXPERT’s records shall be the sole determining factor in calculating whether Commission is payable, the amount of Commission due and the amount due in respect of any charge-backs and that SMS EXPERT’s calculations are final and binding upon it.

11.4.4 
SMS EXPERT warrants to the Affiliate that it will use reasonable endeavours to accurately track Referrals and subsequent orders of Qualifying Services submitted by Customers but the Affiliate acknowledges that there may sometimes be circumstances beyond SMS EXPERT’s control which prevent this.

11.4.5

Commission will be paid gross of value added tax where the Affiliate is registered for value added tax in the United Kingdom and net of value added tax where the Affiliate is not so registered. Payment will be by direct bank transfer to the Affiliate’s bank account. Payment will only be made once the total Commission due is greater than £100 or some other amount as may from time to time be set by SMS EXPERT ("the Minimum Balance") in an Addendum to this Agreement. If payment is not made then it will be rolled over to the following month until the amount of Commission due to the Affiliate exceeds the Minimum Balance.  Once the Commission due exceeds the Minimum Balance then it must be claimed by the Customer within a period defined in clause 11.2.13, otherwise it will lapse. SMS EXPERT reserves the right to charge an administration charge of £35 if the Affiliate wishes to receive a Commission payment where the outstanding Commission is less than the Minimum Balance or requires payment to a non UK bank account or by any method other than UK bank transfer.
11.4.6

Commission will only accrue on orders which the Customer has paid for in full and in the event of a credit card transaction subsequently being subject to a charge-back by the credit card company then any Commission paid to the Affiliate will become immediately repayable to SMS EXPERT. SMS EXPERT reserves the right in such circumstances to offset the amount due from the Affiliate against any Commission due to the Affiliate and/or to request immediate payment from the Affiliate.  When a Customer has opted to pay for a Service via monthly instalments, the Affiliate will only accrue Commission for this as each monthly instalment is successfully paid by the Customer.

11.4.7

The Affiliate will receive commission as detailed in the Appendices or Addendums to this Agreement for Qualifying Services sold at the full advertised rate.  All sales earning commission must be made through the Affiliate site, by a party which is any other than the Affiliate themselves.  SMS EXPERT will not pay commission on any Services registered in the name of the Affiliate or where SMS EXPERT deems them to be for the Affiliate themselves.  SMS EXPERTs decision in this and all other matters is final and disputes will not be entered into.  If sales through the Affiliate site are made at special discounted offer prices then special commission rates will apply as detailed in the Appendices or Addendums to this Agreement or on the SMS EXPERT websites at the time of purchase.

11.4.8

The Affiliate is required to stay on the Affiliate Newsletter Mailing List.  If the Affiliate opts to not receive emails or fails to keep SMS EXPERT informed of changes to their email address, then SMS EXPERT cannot be held responsible for the Affiliate not receiving notifications of changes or cancellation to this Agreement, changes to the commission levels paid or any other changes to the Services, prices or this Agreement and as such the Affiliate will be deemed to be accepting all changes to the Services, prices or this Agreement immediately upon publication. 
12.

Proprietary Rights

The Customer acknowledges that all title, rights and interest in the Services shall remain with SMS EXPERT and/or its suppliers and that the Customer shall not under any circumstances obtain any proprietary rights in respect of the Services.

13.

Force Majeure

Neither party shall be in breach of this Agreement if there is any total or partial failure of performance by it of its duties and obligations under this Agreement occasioned by any act of God, fire, act of Government or State, war, civil commotion, insurrection, embargo, labour disputes of whatever nature and any other reason beyond the control of either party. If either party is unable to perform its duties and obligations under this Agreement as a direct result of the effect of one of those reasons, that party shall give written notice to the other of the inability which sets out full details of the reason in question. The operation of this Agreement shall be suspended during the period in which the reason continues. Forthwith upon the reason ceasing to exist, the party relying upon it shall give written advice to the other of this fact. If the reason continues for a period which substantially affects the commercial intention of this Agreement, the party not claiming relief under this clause 13 shall have the right to terminate this Agreement upon giving 7 day's written notice of such termination to the other party.

14.

Assignment

This Agreement is personal to the Customer and the Customer’s rights may not be assigned, sub-licensed or transferred in any way without the express written consent of an SMS EXPERT Director.

15.

Severability

Each provision of these terms and conditions excluding or limiting liability shall be construed separately, applying and surviving even if for any reason one or other of those provisions is held inapplicable or unenforceable in any circumstances and shall remain in force notwithstanding the termination of this Agreement howsoever occasioned.

16.

No Waiver and No Partnership

No waiver by SMS EXPERT shall be construed as a waiver of any preceding or succeeding breach of any provision.  Nothing in this Agreement creates a partnership.

17.

Notices

Any notice or other documents given under this Agreement shall be given in writing and in English and shall be deemed to have been duly given on the date of dispatch if hand delivered or sent by first class post, express, airmail, other fast postal service, registered post or telex, facsimile or other electronic media including e-mail to the last known physical address or e-mail address of the party to whom the notice is addressed. To prove the giving of notice or other document it shall be sufficient to show that it was dispatched.

18.

Governing Law

The validity, construction and performance of this Agreement shall be governed by English law and the parties hereby submit to the jurisdiction of the English Courts.

19.

Transfer of SMS Expert mobile domain names

19.1

Customers are not permitted to transfer SMS Expert mobile domain names for a period of 30 days following completion of the registration of the SMS Expert mobile domain name.

19.2

SMS EXPERT reserves the right to refuse to transfer an SMS Expert mobile domain name where any monies are due from the Customer to SMS EXPERT in respect of that SMS Expert mobile domain name.

19.3

Where the Customer wishes to transfer the ownership of any of its SMS Expert mobile domain names to a third party SMS EXPERT will charge an administration charge of £15 for effecting the transfer. SMS EXPERT reserves the right to increase this administration fee if SMS EXPERT incurs costs in excess of £15 in effecting the transfer and SMS EXPERT will notify the Customer of the increased fee as soon as practicable.

19.4

In the event of a dispute regarding the ownership of or any rights to an SMS Expert mobile domain name, SMS EXPERT reserves the right to take any and all necessary action to protect itself including (without limitation) the right to de-activate and de-register an SMS Expert mobile domain name or authorise the transfer of the SMS Expert mobile domain name away from the Customer.

20

Renewal of SMS Expert mobile domain names

20.1

The Customer acknowledges that the Customer has ultimate responsibility for renewing any of its SMS Expert mobile domain names and the Customer accepts that whether or not SMS EXPERT has successfully contacted the Customer pursuant to this clause SMS EXPERT cannot be held liable if the Customer fails to renew the SMS Expert mobile domain name before its expiry.

20.2

The renewal of any SMS Expert mobile domain name through SMS EXPERT is subject to the Conditions.

20.3

SMS EXPERT does not warrant or guarantee that the SMS Expert mobile domain name requested by the Customer will be renewed or be capable of renewal and the Customer should take no action in respect of the requested SMS Expert mobile domain name until the Customer has been notified that the requested SMS Expert mobile domain name has been renewed and registered.

20.4

Any SMS Expert mobile domain name not renewed by its expiry date will be de-activated and de-registered on the expiry date. To avoid loss of service, the Customer should ensure that SMS Expert mobile domain names are renewed well in advance of the expiry date. Uninterrupted service cannot be guaranteed.

20.5

Any SMS Expert mobile domain name not renewed by its expiry date may be deleted. Once an SMS Expert mobile domain name has been deleted it cannot be renewed. At this point it will have to be re-registered and there is a risk that it may be registered by another person or company. To avoid loss of an SMS Expert mobile domain name, the Customer should ensure that SMS Expert mobile domain name are renewed well in advance of the end of the 30-day grace period following the expiry date. Successful renewal cannot be guaranteed.

21

Service Levels

21.1

Whilst SMS EXPERT undertakes to use reasonable endeavours to provide the Services promptly following the Customer’s application, it is possible that restrictions in the availability of resources may lead to a delay.

21.2

Whilst SMS EXPERT undertakes to use reasonable endeavours to maintain an acceptable level of security, it cannot give any guarantee regarding the security of material hosted on the SMS EXPERT Server or Customer Server.

21.3 Whilst SMS EXPERT undertakes to use reasonable endeavours in the provision of the Services, it does not guarantee that provision of the Services will be error-free or uninterrupted.

21.3.1 If the Customer is using a shortcode or virtual mobile number operated by SMS EXPERT to receive sms text messages then SMS Expert will not be liable if inbound sms text messages are not received by SMS Expert or are delayed, for any reason including but not limited to the shortcode or virtual mobile number being blocked by a Mobile Operator.  SMS Expert will assist the Customer during investigations by raising an enquiry upto the Mobile Operator that provides the shortcode or virtual mobile number.  To aid such investigation the Customer must provide real examples of mobile numbers and dates/times that missing/delayed inbound sms messages were sent to the shortcode or virtual mobile number.  For the avoidance of doubt, SMS Expert will bear no liability for missing or delayed inbound text messages, regardless of the outcome of such investigations.

21.3.2 It is accepted by the Customer that Services offered by SMS Expert do not provide a guarantee of successful or timely delivery of sms text messages and SMS Expert will bear no liability if outbound sms text messages sent fail to be delivered, are delayed or are delivered incorrectly.

21.4

SMS EXPERT may from time to time have to suspend the Services for repair, maintenance or improvement and in such circumstances SMS EXPERT undertakes to notify the Customer as far in advance as possible and to endeavour to keep the period of suspension to the minimum length of time necessary to carry out such works.

21.5

In light of this clause 21 the Customer accepts that the Services are not intended to be used in circumstances where fail-safe performance is required.

21.6

SMS EXPERT reserves the right to suspend or modify the Services if the Customer’s continued use of the Services is determined, at SMS EXPERT’s sole discretion, to be detrimental to the running of any SMS EXPERT Server or to the use of the Services by any other Customer.

21.7

SMS EXPERT reserves the right to monitor the Customers use of the Services and shall be entitled at all times and without notice to refuse to provide the Services if SMS EXPERT in its sole discretion believes the Customers use of the Services contravenes any part of this Agreement.

21.8

Where SMS EXPERT proposes to take action pursuant to this clause 21 it shall notify the Customer of its action as soon as possible.

21.9

The Customer acknowledges that providing the Services to the Customer does not amount to SMS EXPERT’s approval of the Customer use of the Services or material stored or transmitted during the Customers use of the Services and shall not under any circumstances constitute a waiver of any of SMS EXPERT’s rights or the Customer’s obligations under this Agreement.

21.10

On termination of this Agreement, howsoever arising, SMS EXPERT shall be entitled to immediately stop access to the Services and to remove all material stored by the Customer for use with the Services and also to post an appropriate notice to any of the users of the Customer Services regarding the lack of availability of the Customer Services.

21.11

The Customer shall be solely responsible for making and maintaining its own back-ups of any material or usage logs stored or used within the Services and acknowledges that SMS EXPERT cannot be held responsible for the consequences of any loss of such material or usage logs.

22

SMS EXPERT Services

22.1

The Customer is required to pre-pay for standard rate sms usage by depositing money into a wallet with SMS EXPERT, the amount initially based on projected usage.  A reconsiliation will be done at the end of each month and a statement may be issued accordingly.  A Customer may not send more standard rate sms than they have pre-paid for.  If the Customer does attempt to send more sms than has been pre-paid for, a bill will be issued and payment for the overdue amount will be due immediately.  Commission payments to the Customer may be withheld if any moneys are owing from the Customer.  SMS EXPERT reserves the right to suspend all the Services for the Customer, to disallow any referrals and to suspend any commission acruing services if any money is owing to SMS EXPERT by the Customer.

22.2

SMS EXPERT provides a range of differing sms routes for its Customers to send standard rate sms through and each route has a different price and different available features.  The price and features of sms messages sent by the Customer will be charged according to the sms routing chosen for each sms and based on the prevailing tariffs and features for each sms route as shown in a table in the Appendices or issued from time to time by SMS EXPERT to the Customer in an “Addendum to this Agreement”.

22.3

Each sms route will have shown in the prevailing addendum an amount of days that SMS EXPERT must give to the Customer for notice of any price or feature changes.  SMS EXPERT may from time to time amend the pricing and features of its available sms message routes and any such amendments will be notified to the Customer with as much notice as is required according to the prevailing addendum.  This notice may show individual new prices or it may refer to prices being increased by a percentage.  Should the Customer place an Order, put more funds into the wallet or continue to use or manage any of the Services following implementation of an amendment to the sms routes prices or features it will be deemed to have accepted the amendment.

22.4

The Customer will be charged and thus have money taken from their wallet based on sms sent rather than sms successfully delivered to a phone, regardless of the success of the delivery of the sms to the phone.  All SMS EXPERT figures and records related to sms sent, sms successfully delivered and costs of sms sent are final and binding upon the Customer and are the sole determining factor in calculating the amount to be charged to the Customer.

22.5

The Customer is required to pre-pay for converting postcode information to GPS latitude and longitude for use within the Location Based Services by depositing money into a wallet with SMS EXPERT.  A reconsiliation will be done at the end of each month and a statement may be issued accordingly.  A Customer may not do more postcode conversions than there exists funds for in the wallet.  If the Customer does attempt to do more postcode conversions than have been pre-paid for, a bill will be issued and payment for the overdue amount will be due immediately.  Commission payments to the Customer may be withheld if any moneys are owing from the Customer.  SMS EXPERT reserves the right to suspend all the Services for the Customer, to disallow any referrals and to suspend any commission acruing services if any money is owing to SMS EXPERT by the Customer.

22.6

SMS EXPERT will charge the Customer according to the rates in the Appendices or Addendums to this Agreement for any bespoke development, consultancy, hosting, execution, reporting and management of services carried out on behalf of the Customer.  Payment schedules for such work will be defined in the Appendices or Addendums to this Agreement.  SMS EXPERT reserves the right to retain copyright and all other intellectual property rights and other proprietary rights over any software developed for the Customer and to reuse it for other purposes and to resell it to other Customers unless agreed otherwise in the Appendices or Addendums to this Agreement.  This right does not extend to any intellectual property rights or other proprietary rights that are previously owned by the Customer and which are used within the software.

22.7

SMS EXPERT may from time to time offer help and advice to the Customer relating to PHONEPAYPLUS, ICO, MDA, IMCB guidelines or other regulatory bodies or other laws, rules and regulations as laid down from time to time by the Mobile Operators and regulatory bodies in any country.  This advice is offered in good faith based on SMS EXPERTs current and basic knowledge and must not be used without seeking final clarification and guidance from the relevant body, a regulator or a legal professional.  SMS EXPERT are not legal professionals.  SMS EXPERT may not be held responsible for any mis-guidance or incorrect information.  It is always the Customers responsibility to ensure that all Services that they plan to use and use together with all promotion and advertisement of such Services must comply fully with all industry codes of conduct, rules, regulations and all applicable laws in the jurisdictions in which they are run in any country.
22.8

The Customer shall fully comply with the applicable guidance, recommendations, regulations, sanctions and codes of practice issued by PHONEPAYPLUS, ICO, MDA (The Mobile Data Association) and IMCB (The Independent Mobile Content Body) from time to time throughout the duration of this Agreement.  PHONEPAYPLUS information, guidelines and codes of practice may be found at the public website http://www.PhonepayPlus.org.uk. MDA information, guidelines and codes of practise may be found at the public website http://www.mda-mobiledata.org. IMCB information, guidelines and codes of practise may be found at the public website http://www.imcb.org.uk. The Customer shall also comply with all other prevailing regulations, codes of practice, legislation and applicable laws in any country and other rules and regulations as laid down from time to time by the Mobile Operators in any country.  The Customer shall incorporate into any Agreements with any third party in connection with the provision of the Services provisions imposing substantially the same obligations on that third party as are imposed by PHONEPAYPLUS, ICO, MDA, IMCB, other regulatory bodies in any country and the Mobile Operators in any country.  PHONEPAYPLUS, ICO, MDA, IMCB regulations and codes of practice that the Customer must comply with include (but are not limited to) ensuring that the Customers marketing and advertising always informs the Customers customers clearly and precisely how much any premium rate sms text services will cost to use.

22.9

In the event that SMS EXPERT receives from PHONEPAYPLUS, ICO, MDA, IMCB or other regulatory bodies or law enforcement agencies in any country or the Mobile Operators in any country written notice of a breach of the PHONEPAYPLUS, ICO, MDA, IMCB code of practice or other regulations, codes of practice, legislation or applicable laws in any country regarding a Service offered, SMS EXPERT shall be entitled to take all necessary action to comply with any and all sanctions imposed on SMS EXPERT or its upstream partners and aggregators by PHONEPAYPLUS, ICO, MDA, IMCB, other regulatory bodies, law enforcement agencies in any country or Mobile Operators in any country in writing including (but not limited to) passing on any imposed fines to the Customer. Under this Agreement the Customer agrees to pay in full any such fines and to take full responsibility under any applicable law, regulation, code of practice in any country or other such legislation for such breaches or wrong doing.  In the event that SMS EXPERT receives from PHONEPAYPLUS, ICO, MDA, IMCB, other regulatory bodies, law enforcement agencies in any country or Mobile Operators in any country written notice of a breach of the code of practice or applicable law regarding a Service offered by the Customer, it will be considered a breach of this Agreement which allows SMS EXPERT to terminate this Agreement with immediate effect and with no further notice.  In the event that SMS EXPERT suspects a breach of the PHONEPAYPLUS, ICO, MDA, IMCB code of practice or other regulations, codes of practice, legislation, applicable laws in any country or rules and regulations of the Mobile Oeprators in any country regarding a Service offered by the Customer, SMS EXPERT shall be entitled to suspend or terminate this Agreement and/or the Services.  SMS EXPERT will give reasonable notice of suspension or termination if the notice period will not in any way further harm SMS EXPERT or its other Customers or put SMS EXPERT or its other Customers in an increased position of risk or exposure to further breaking of any PHONEPAYPLUS, ICO, MDA, IMCB codes of practice or other regulations, codes of practice, legislation or applicable laws in any country. If this Agreement is terminated for any reason then the Customer will still remain liable to pay any such fines imposed on SMS Expert by PHONEPAYPLUS, ICO, MDA, IMCB or other regulatory bodies in any country.
22.10

In the event that SMS EXPERT becomes the subject of an investigation by PHONEPAYPLUS, ICO, MDA, IMCB, other regulatory bodies, the Mobile Operators or law enforcement agencies in any country regarding a service offered by the Customer, the Customer agrees to comply with all requests made in writing for information to help PHONEPAYPLUS, ICO, MDA, IMCB, other regulatory bodies, the Mobile Oeprators or law enforcement agencies in any country carry out the investigation.  Failure by the Customer to reasonably assist SMS EXPERT under this clause will be considered a breach of this Agreement which allows SMS EXPERT to terminate this Agreement with immediate effect and with no further notice.

22.11

Unless offered in an Addendum to this Agreement, shortcodes are only available for these mobile network operators in the UK and Northern Ireland: O2, Orange, Vodafone, Virgin, 3UK, T Mobile and EE.  They will not work for inbound or outbound sms text messaging to any other network.

22.12

SMS EXPERT reserve the right to remove and de-register SMS Expert mobile domain names from Customers if any part of this Agreement is breached by the Customer or upon termination of this Agreement for whatever reason.  If any part of this Agreement is breached by the Customer, SMS EXPERT reserves the right to withhold any monies owed to the Customer including but not limited to Premium Rate SMS commissions.  For the purposes of clarity, a breach of this agreement will be considered to have taken place if any of part of this Agreement is breached or SMS EXPERT suspects the Customer to have broken any PHONEPAYPLUS, ICO, MDA, IMCB codes of practice or other regulations, codes of practice, legislation or applicable laws in any country or the rules and regulations of the Mobile Operators in any country.
22.13

The Customer will not use any Service, including but not limited to an SMS Expert mobile domain name, bulk sms and premium rate sms for any Adult or Gambling related service without the prior written permission of an SMS EXPERT Director by way of an Addendum to this Agreement.  Any such Adult or Gambling related use of the Services must at all times abide by all PHONEPAYPLUS, ICO, MDA, IMCB codes of practice and other regulations, codes of practice, legislation and applicable laws in any country and the rules and regulations of the Mobile Operators in any country.  If SMS EXPERT suspects the Customer to be putting Adult or Gambling related material in the way of minors or if SMS EXPERT suspects the Customer to be breaking any PHONEPAYPLUS, ICO, MDA, IMCB codes of practice or other regulations, codes of practice, legislation or applicable laws in any country or the rules and regulations of the Mobile Operators in any country then SMS EXPERT may at its discretion suspend or terminate this Agreement and/or the Services.  SMS EXPERT will give reasonable notice of suspension or termination if the notice period will not in any way further harm SMS EXPERT or its other Customers or put SMS EXPERT or its other Customers in an increased position of risk or exposure to further breaking of any PHONEPAYPLUS, ICO, MDA, IMCB codes of practice or other regulations, codes of practice, legislation or applicable laws in any country or the rules and regulations of the Mobile Operators in any country.

22.14

If SMS EXPERT incurs any charges per inbound sms text or mms picture message sent into a virtual mobile number or a shortcode number then SMS EXPERT reserves the right to pass these charges on to the Customer who will be liable to pay them immediately.  This clause may survive the term of this Agreement.

22.15

Subject to clause 24.6 any funds deposited by the Customer in order to pre-pay for any service including but not limited to standard rate sms, standard rate mms or keywords will not expire.  These funds are not refundable to the Customer except at the discretion of SMS Expert.  In case of a refund SMS Expert reserves the right to charge an administration fee and may also deduct any savings made by the client by having pre-purchased services instead of paying the standard rack rate for each service already used.
22.16

If a client pre-purchases any service including but not limited to standard rate sms or standard rate mms then it is the Customers responsibility to check before sending any messages to mobile phones that the correct cost per message is setup in their SMS Expert Customer account.  SMS Expert cannot be held responsible for any messages and their costs once they have already been sent and will not refund the Customer for any messages already sent.
22.17

Any services whereby a Customer is receiving sms text message or mms picture message to a shortcode or virtual number operated by SMS EXPERT are subject to a fair usage policy.  SMS EXPERT reserves the right to suspend or terminate a Customer account if the total number of incoming sms text messages and mms picture messages exceed the total number of outgoing sms text messages and mms picture messages by 1,000 per calendar month.  If a Customer account is suspended or terminated under this clause then no refund of remaining wallet funds or commissions owing will be due and SMS EXPERT will not be held liable for any costs or losses incured by the Customer.  This clause is meant as a fair usage policy and is open to re-negotiation between a duly authorised Director of SMS EXPERT and the Customer before such excess inbound usage occurs.  If this clause is re-negotiated then it shall only be effective once agreed in writing by a duly authorised Director of SMS EXPERT.
22.18

Where any part of this contract or any addendum refers to codes of practice, guidelines, regulations, legislation, applicable laws or other such rules “in any country”, the Customer fully accepts responsibility and full liability and shall indemnify SMS EXPERT and all it’s Directors for use of any service or products provided by SMS Expert wherever in the world it may be used, and fully accepts the codes of practice, guidelines, regulations, legislation, applicable laws or other such rules of that country as well as any other jurisdictions that may be affected or have a claim. For example if a Customer delivers SMS to users in the USA using the SMS Expert service then the Customer accepts full liability and responsibility for the codes of practice, guidelines, regulations, legislation, applicable laws or other such rules of the USA as well as any other jurisdictions that may be affected or have a claim, and the Customer shall indemnify SMS EXPERT and all it’s Directors against any such claims that may come out of the USA or any other jurisdictions that may be affected or have a claim.

22.19

Under new regulations from the UK tax office (HMRC), as of 1st February 2016 the reverse VAT charge applies to the buying and selling of wholesale telecommunications services in the UK, which includes SMS text messaging which is one of SMS Expert’s primary services.  HMRC have allowed a 6 month light-touch period for introducing this change and so SMS Expert will, as of 1st June 2016 seek to clarify with all it’s Customers whether they are a wholesaler of telecommunications services or an end-business client.  Each Customer that wishes to be self-certified and recognised as a wholesaler of telecommunications services will be required to send such confirmation to an SMS Expert Director.  All future invoices issued to such a Customer will then state “Client has self-certified as a wholesaler of telecommunications services and so Reverse VAT Charge applies to this invoice. VAT Act 1994 Section 55A applies”. The Customer will fully indemnify SMS Expert and all it’s Directors, with no time limitation, against any future claims from HMRC or other appropriate body, regulator, agency or law enforcement agency regarding VAT and other applicable taxes.  Such claims will include but not be limited to a claim that the Customer was not a bona fide wholesaler of telecommunications services and as such should have paid UK VAT to SMS Expert.  In such claims the Customer will accept full responsibility for paying all outstanding VAT, other taxes and fines and will fully indemnify SMS Expert and it’s Directors from having to pay the outstanding VAT, other taxes and related fines.
22.20

SMS EXPERT may from time to time offer changes, enhancemenets or improvements to it’s software API’s and platform and may also carry out general or bespoke development of a software solution or provision of a general or bespoke API or dashboards and screens to assist all Customers or a specific Customer with their use of any of the Services including but not limited to sending and receiving of SMS text messages and MMS picture messages.  SMS EXPERT offers its general and bespoke API’s and software services in good faith and may not be held responsible for any failure in such software solutions.  The Customer also accepts that SMS EXPERT’s general and bespoke API’s, dashboards, screens and other software are offered as a platform on which the Customer may carry out the sending and receiving of sms text messages and mms picture messages and that SMS EXPERT may not be held responsible if the use of any general or bespoke API’s, dashboards, screens and other software by the Customer contravene PHONEPAYPLUS, ICO, MDA, IMCB guidelines or other other laws, rules and regulations as laid down from time to time by the Mobile Operators and regulatory bodies in any country.
22.21

SMS EXPERT may offer Customers the shared use of any internet domain names under its control.  These may only be used by SMS EXPERT Customers and only used within SMS sent via the SMS EXPERT service.  They may be used as an internet address that recipients may click as a URL that simply redirects to the Customer’s own domain names, websites, apps or other landing pages.  SMS EXPERT has no control or responsibility for any content or service on the Customers domain names, websites, apps or other landing pages.  The Customer fully accepts responsibility and full liability for the content and services offered at any domain names, websites, apps or other landing pages that are redirected to by an SMS EXPERT controlled domain name.  The Customer shall indemnify SMS EXPERT and all it’s Directors against the content and services offered at any domain names, websites, apps or other landing pages that are redirected to by an SMS EXPERT controlled domain name wherever in the world they may be used, hosted, viewed, accessed, downloaded or delivered.  The Customer fully accepts the codes of practice, guidelines, regulations, legislation, applicable laws and other relevant rules of any Mobile Operators, regulatory body, law enforcement body, countries or jurisdictions that may be affected or have a claim in relation to the content and services offered at any domain names, websites, apps or other landing pages that are redirected to by an SMS EXPERT controlled domain name.
23

Confidentiality

23.1

Neither party shall use or divulge or communicate to any person information shown in the following sub-clauses (other than to those whose province it is to know the same as permitted or contemplated by this agreement or with the written authority of the other or as may be required by law) and each party shall use its best endeavours to prevent the unauthorised publication or disclosure of any such information or documents:

23.1.1

any confidential information concerning the Services, business, accounts, finance, intellectual property or contractual arrangements or other dealings, transactions or affairs of the other party and its subsidiaries which may come to the first party’s knowledge during the continuance of this agreement.

23.1.2

information concerning the volume of sms text messages, mms picture messages and hlr lookups sent or received by the other party and its subsidiaries.

23.1.3

any of the terms of this agreement and all information regarding prices of the Services including but not limited to the price paid by each party and its subsidiaries for sms text messages, mms picture messages and hlr lookups.

23.2

Each party shall ensure that its employees are aware of and comply with the confidentiality and non-disclosure provisions contained in this clause.

23.3

If either party becomes aware of any breach of confidence by any of its employees it shall promptly notify the other party and give the other party all reasonable assistance in connection with any proceedings which the other party may institute against any such employees.

23.4

The provisions of this clause 23 shall survive the termination of this agreement but the restrictions contained in this clause 23 shall cease to apply to any information which may come into the public domain otherwise than through unauthorised disclosure by the receiving party or its employees.
24

Fair Usage Policy

24.1. Please give us correct signup information and keep it up to date

We require that you provide us with correct and legitimate information at signup (including but not limited to email address, direct contact phone number, organisation name and personal name) for yourself and your organisation. We also require that you update your account information whenever it changes. We reserve the right to check all data and any account with missing data or using incorrect, out of date or bogus data will be suspended or closed.

24.2. Please ensure we can contact you by email and phone

We require under this Agreement that you receive all of our client communications which we send by email regarding your account and the Services you are signed up for, and where a response is requested that you reply within 1 working day. We also require that you are contactable by phone to discuss your account and the Services you are signed up for. We are aware that some users may prefer not to communicate with their suppliers, however in order to successfully run the Services, it is important that we can contact you unimpeded and we reserve the right to suspend or close an account with no refunds of prepaid funds if we are unable to contact the client. If you no longer wish to be contacted then please contact us to discuss the closure of your account.
24.3. Limitation on inbound & outbound messages with SMS Expert service

(a) You may not register any SMS or MMS Keywords with SMS Expert but use another SMS/MMS provider to send out any SMS or MMS. We reserve the right to carry out routine manual and automated inspections of services. SMS Expert reserves the right to suspend or close your accounts if we feel this clause is being abused.
(b) If you have pre-purchased blocks of SMS for sending to UK mobiles, then these must be used to deliver text messages to mobiles across a fair and reasonable percentage split of UK Mobile Operator. This will be deemed to be approximately equal to the current market share of each UK Mobile Operator at the time of sending. If SMS Expert believes on any individual day that you are sending an unreasonable volume of SMS to mobiles on one or more UK Mobile Operators which is an unfair percentage of your overall UK SMS traffic through SMS Expert for that day, then SMS Expert reserves the right to suspend or close your accounts and/or to bill you an "excess fee" which covers any additional costs that SMS Expert may incur for the SMS you have sent and plan to send to UK Mobile Operators that are more expensive for SMS Expert to deliver SMS to. If you are unsure if your planned SMS usage is outside a fair and reasonable split across UK Mobile Operators then it is your responsibility to raise and discuss this with SMS Expert staff before sending the SMS.

24.4. Limitation on premium rate SMS billing with SMS Expert services

We do not allow any of our services to be used in conjunction with Premium Rate SMS billing. We will suspend accounts if they are found to be used alongside Premium Rate SMS billing from another provider.

24.5. Free SMS/MMS Keywords & text is limited per organisation/person

Our offer of free SMS/MMS Keywords and a number of reply text messages is a genuine one. SMS Expert may reduce the limits or suspend the giving of free Keywords and text messages at any time. Please respect the limitations and note that SMS Expert will carry out routine manual and automated inspections of accounts (including but not limited to sending and receiving an email and making a call to the client, using the email/phone details currently held) to ensure an organisation or person is not setting up multiple or bogus accounts for the purposes of gaining extra free SMS keywords, bundles of free text messages or any kind of affiliate commission. Any such behaviour will be considered as fraud and SMS Expert will take the necessary steps to permanently shutdown accounts (with no refunds of any paid monies or earned commissions) and report this to the appropriate authorities. It is also forbidden to setup Keywords for the purposes of cyber-squatting or where there is no obvious plan for their immediate and regular usage. Any Keywords that have been setup but are no longer required, or that are not promoted or regularly used by 3rd parties within a reasonable length of time must be deleted (please ask if you do not know how to do this within your account) and SMS Expert reserves the right to delete Keywords and suspend or close accounts where it believe such behaviour is being carried out.

24.6. Duration of service

The initial term of contract for the services we provide is 12 months from the date of signup and we are not obliged to extend the contract, any services or a clients affiliate scheme after this period. We call the overall service the 'Account Package', and the date the service ends (unless extended, see below) the 'Account Package Expiry Date'. This means your SMS Keyword and any other services you signup for will be fully functioning and yours to use until the Account Package Expiry Date. The service will end on the Account Package Expiry Date even if one or more of your Keywords show an expiry date that is later than the Account Package Expiry Date.  We also reserve the right, without notice, to cancel your contract and delete your account and all services and to remove and expire any pre-paid wallet funds if you have not sent any standard rate sms within the last 12 months.
Data Processing Agreement
This Data Processing Agreement (also known as the DPA) is a part of this main Agreement.

The Customer shall make available to SMS Expert and the Customer authorizes SMS Expert to process information including personal data for the provision of the Services under this Agreement. Both parties have agreed to enter into this Agreement including this Data Processing Agreement (also known herein as the DPA) to confirm the data protection provisions relating to their relationship and so as to meet the requirements of applicable privacy laws and regulations.

1

Definitions

For the purposes of this DPA:

"Privacy Laws" mean any applicable law relating to data protection and security, including without limitation EU Data Protection Directive, Directive on privacy in electronic communications and General Data Protection Regulation and any amendments, replacements or renewals thereof (collectively the "EU Legislation"), all binding national laws implementing the EU Legislation and other binding data protection or data security directives, laws, regulations and rulings valid at the given time including any guidance and codes of practices issued by the applicable supervisory authority.
The terms "data controller", "data processor", "data subject", "personal data" "processing" and "appropriate technical and organisational measures" shall have the meanings given to them under applicable Privacy Laws.

2

Role of the Parties

The Parties understand that for the provision of the Services a distinction is made between two types of processing of personal data carried out by SMS Expert:
2.1 The provision of Services by SMS Expert to its Customers including but not limited to the sending and receiving of messages (including but not limited to SMS, MMS and RCS messages), HLR lookups and URL Forwarding; whereby SMS Expert will act as a Data Processor and agrees to comply with the respective obligations set out in this Agreement and in applicable Privacy Laws
2.2 The communication by SMS Expert with its Customers and potential Customers in order to communicate Services status and to discuss and offer new or additional Services; whereby SMS Expert will act as a Data Controller and agrees to comply with the respective obligations set out in this Agreement and in applicable Privacy Laws
3

Subject matter, nature and purpose of SMS Expert’s processing of personal data

The subject matter, nature and purpose of the processing of personal data under this DPA is pursuant to this Agreement and as further instructed in writing by the Customer in its use of the Services, unless required to do so otherwise by Privacy Laws, in which case to the extent permitted by Privacy Laws, SMS Expert shall inform the Customer of this legal requirement prior to carrying out the processing. SMS Expert shall only collect or process personal data for the duration of this Agreement to the extent, and in such a manner, as is necessary for provision of the Services and in accordance with this Agreement and Privacy Laws applicable to SMS Expert in its role as data processor.

SMS Expert shall process personal data originating from and sent to a country located in the EU/EEA solely in countries situated in the EU/EEA and not cause any cross border transfer of personal data from a country situated in the EU/EEA to any country situated outside the EU/EEA unless personal data is transferred to a country approved by the European Commission as providing an adequate level of protection for personal data, the transfer is made pursuant to European Commission approved.
4

Duration

The processing of personal data will be carried out by SMS Expert for the duration of this Agreement unless otherwise agreed upon in writing.
Unless otherwise agreed upon in writing we will retain data and logs related to our Services (including but not limited to sending and receiving SMS, MMS and RCS messages, HLR lookups and URL Forwarding logs) for a period of up to 12 months after which we will delete it. We reserve the right to keep data and logs offline such that it is not instantly accessable by the Customer, but under normal circumstances would only look to do this with data and logs older than 6 months.
5

Type of personal data processed
The Customer may submit Customer personal data to the Services, the extent of which is determined and controlled by the Customer in its sole discretion, and which may include, but is not limited to the following categories of personal data:

· Contact information suc as company, email, phone, physical address

· First and last name

· ID data

· Title

· Position

· Employer

· Connection data

· Localisation data

6

Type of data subjects

The Customer may submit personal data to the Services, the extent of which is determined and controlled by the Customer in its sole discretion, and which may include, but is not limited to personal data relating to the following categories of data subject:

· Customers, business partners, users and vendors of the Customer (who are natural persons)

· Employees of contact persons of the Customer’s customers, business partners and vendors

· Employees, agents, advisors, freelancers of the Customer (who are natural persons)

· Customer’s Service user including any user of the Services, which Customer permits to use the Services

7

Technical and organisational measures

7.1 SMS Expert has implemented and maintains appropriate technical and organizational measures including but not limited to physical and IT measures, and organizational measures to protect personal data processed against unauthorized or unlawful processing and against accidental loss, destruction, damage, alteration or disclosure. Such measures are detailed further within this Agreement and in the Security Measures section of this DPA and provide a level of security that is appropriate to the risks of the processing having regard to:

· the state of the art technology

· the costs of implementation

· the nature, scope, context and purposes of processing, including the type of personal data

· risk for the rights and freedoms of natural persons that personal data relate to

7.2 The Technical and Organisational Measures are subject to technical progress and further development. In this respect SMS Expert may implement alternative adequate measure, however, the security level of the defined measures must never be reduced.
8

Quality assurances and other duties of SMS Expert
SMS Expert shall comply with the mandatory requirements referred to in Privacy Laws, and ensures in particular compliance with the following requirements:

· Confidentiality in accordance with Privacy Laws. SMS Expert entrusts only such employees with the data processing outlined in this contract who have been bound to confidentiality and have previously been familiarized with the data protection provisions relevant to their work. SMS Expert and any person acting under its authority who has access to personal data, shall not process that data unless on instructions from the Customer, which includes the powers granted in this Agreement, unless required to do so by Privacy Laws.

· At the Customer’s cost and expense and taking into account the nature of the processing and the information available to SMS Expert, provide such information and assistance as the Customer may reasonably require and within the timescales reasonably specified by the Customer to assist the Customer to comply with its obligations under applicable Privacy Laws which may include assisting the Customer to:

· notify the Customer of any request SMS Expert receives for a data subject relating to personal data processed

· comply with its security obligations

· discharge its obligations to respond to requests relating to the exercise of Data Subject rights including right of access, right to rectification, right to erasure ("right to be forgotten") right to restriction of processing (to the extent that personal data is not accessible to the Customer through the Services)

· carry out Data Protection Impact Assessment and audit Data Protection Impact Assessment compliance and consult with the supervisory authority

· Unless prohibited by applicable law or a legally binding request of law enforcement, SMS Expert shall promptly notify the Customer of any request by, any government official, data protection supervisory authority or law enforcement authority in respect of any personal data

· SMS Expert shall periodically monitor its internal processes and security to ensure that processing within SMS Expert’s area of responsibility is in accordance with the requirements of Privacy Laws and the protection of the rights of the data subject

9

Sub-Processors

9.1 The Customer agrees that SMS Expert may engage third parties to process personal data in order to assist SMS Expert to deliver the Services on behalf of the Customer ("Sub-processors"). SMS Expert has or will enter into written agreement with each Sub-processor containing data protection obligations not less protective than those in this DPA to the extent applicable to the nature of the Services provided by such Sub-processor. If the Sub-processor processes the Services outside the EU/EEA, SMS Expert shall ensure that the transfer is made pursuant to European Commission approved standard contractual clauses for the transfer of Personal Data which the Customer authorizes SMS Expert to enter into on its behalf, or that other appropriate legal data transfer mechanisms are used.

9.2 The current Sub-processors for the Services are set out in the Privacy Policy Document and the Customer agrees and approves that SMS Expert has engaged such Sub-processors to process personal data as set out in the list.

9.3 SMS Expert shall notify the Customer thirty days in advance of any intended changes concerning the addition or replacement of any Sub-processor during which period the Customer may raise objections to the Sub-processor’s appointment. Any objections must be raised promptly and in any event no later than fourteen days following SMS Expert’s notification of the intended changes. Should SMS Expert choose to retain the objected to Sub-processor, SMS Expert will notify the customer at least fourteen days before authorising the Sub-processor to process personal data and then the Customer may immediately discontinue using the relevant portion of the Services and may terminate the relevant portion of the Services.
9.4 Where any Sub-processor fails to fulfil its obligations under any sub-processing agreement or under applicable law SMS Expert will remain fully liable to the Customer for the fulfilment of its obligations under this DPA.
10

Audits and inspections

10.1 In the event that the a regulator, data protection authority or Customer (subject to clause 10.2) requires to audit related information related to the Services, then SMS Expert agrees to submit its data processing facilities and data files needed for processing personal data to audit by the regulator, data protection authority or Customer to ascertain compliance with this DPA, subject to being given reasonable notice and in compliance with SMS Expert’s security requirements and the regulator, data protection authority or Customer enters into a non-disclosure agreement directly with SMS Expert. SMS Expert agrees to provide reasonable cooperation to the regulator, data protection authority or Customer in the course of such an audit. Such audits shall be carried out at the the regulator, data protection authority’s or Customer’s cost and expense.
10.2 Customers may only request an audit or inspection once in any 12 month period, and only if in their reasonable opinion and after reasonable notice, SMS Expert has not produced records to satisfy them of SMS Expert’s compliance with the DPA.  Prior to such an audit or inspection request by a Customer, the Customer is required to request from SMS Expert such records so as to satisfy them of SMS Expert’s compliance with the DPA and the Customer will give SMS Expert 5 business days to produce such records.  Only if such records are not produced within 5 business days of the request will the Customer be allowed to request an audit or inspection as per clause 10.1.
11

Notification of a data breach

In the event of SMS Expert becoming aware of any breach of security that results in the accidental, unauthorised or unlawful destruction or unauthorised disclosure of or access to personal data SMS Expert shall, among other things:

· Notify the Customer in writing immediately but not later than 36 hours after becoming aware of the breach of security

· Assist the Customer with regard to the Customers obligation to provide information to the data subject and to provide the Customer with relevant information in this regard

· Support the Customer in consultations with relevant data protection authorities
12

Deletion and return of personal data

Upon expiration of this Agreement or in the event of early termination for any reason whatsoever, SMS Expert and its subcontractors shall promptly provide to the Customer all personal data held by them for the duration of this Agreement for the performance of the Services. Upon the Customer’s request, SMS Expert will destroy copies of personal data held in its systems and confirm this to the Customer in writing unless required to keep certain personal data in order to comply with applicable laws.

13

SMS Expert’s Obligations as Data Controller

In situations where SMS Expert will act as a Data Controller, it undertakes to comply with its obligations under applicable Privacy Laws in respect of any personal data processed under this Agreement. It shall process such personal data in accordance with its Privacy Policy Document, to fulfil its associated obligations under this Agreement or as may be required by law, court order or any government or regulatory authority.  SMS Expert agrees to immediately inform the Customer if, in its opinion, an instruction infringes Privacy Laws.
14

Customer’s Obligations

The Customer shall comply at all times with applicable Privacy Laws in relation to the processing of personal data in connection with this Agreement and the Services.

15

Limitation of Liability

Each party’s liability, taken together in the aggregate, arising out of or related to this DPA whether in contract, tort or under any other theory of liability, is subject to the Limitation of Liability section and other relevant clauses of this Agreement, and any reference in such section to the liability of a party means the aggregate liability of that party under this Agreement and this DPA.

16

Security Measures
SMS Expert shall implement measures described here, provided that the measures directly or indirectly contribute or can contribute to the protection of personal data under this Agreement concluded between the Parties for the processing of data. If SMS Expert believes that a measure is not necessary for the respective Service or part thereof, SMS Expert will justify this and come to an agreement with the Customer.

The technical and organisational measures are subject to technical progress and development. In this respect SMS Expert is permitted to implement alternative adequate measures. The level of security must align with industry security best practice and not less than, the measures set forth herein. All major changes are to be agreed with the Customer and documented.

16.1 Risk management 

Security risk management 

· SMS Expert shall identify and evaluate security risks related to confidentiality, integrity and availability and based on such evaluation implement appropriate technical and organizational measures to ensure a level of security which is appropriate to the risk

· SMS Expert shall have documented processes and routines for handling risks within its operations

· SMS Expert shall periodically assess the risks related to information systems and processing, storing and transmitting information

Security risk management for personal data 

· SMS Expert shall identify and evaluate security risks related to confidentiality, integrity and availability and based on such evaluation implement appropriate technical and organizational measures to ensure a level of security which is appropriate to the risk of the specific personal data types and purposes being processed by SMS Expert, including inter alia as appropriate:

· The ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services

· The ability to restore the availability and access to the Customer’s Data in a timely manner in the event of a physical or technical incident

· A process for regularly testing, assessing and evaluating the effectiveness of technical and organizational measures for ensuring the security of the processing

· SMS Expert shall have documented processes and routines for handling risks when processing personal data on behalf of the Customer

· SMS Expert shall periodically assess the risks related to information systems and processing, storing and transmitting personal data

16.2 Information security policies 

· SMS Expert shall have a defined and documented information security management system including an information security policy and procedures in place, which shall be approved by SMS Expert’s management. They shall be published within SMS Expert´s organization and communicated to relevant SMS Expert Personnel

· SMS Expert shall periodically review SMS Expert’s security policies and procedures and update them if required to ensure their compliance with the Security Measures
16.3 Organization of information security 

· SMS Expert shall have defined and documented security roles and responsibilities within its organization

16.4 Human resource security 

· SMS Expert shall ensure that SMS Expert personnel handles information in accordance with the level of confidentiality required under this Agreement
· SMS Expert shall ensure that relevant SMS Expert personnel is aware of the approved use (including use restrictions as the case may be) of information, facilities and systems under this Agreement
· SMS Expert shall ensure that any SMS Expert personnel performing assignments under this Agreement is trustworthy, meets established security criteria and has been, and during the term of the assignment will continue to be, subject to appropriate screening and background verification

· SMS Expert shall ensure that SMS Expert personnel with security responsibilities is adequately trained to carry out security related duties

· SMS Expert shall provide or ensure periodical security awareness training to relevant SMS Expert personnel. Such SMS Expert training shall include, without limitation: 

· How to handle customer information security (i.e. the protection of the confidentiality, integrity and availability of information)

· Why information security is needed to protect customers information and systems

· The common types of security threats (such as identity theft, malware, hacking, information leakage and insider threat)

· The importance of complying with information security policies and applying associated standards/procedures

· Personal responsibility for information security (such as protecting customer’s privacy-related information and reporting actual and suspected data breaches)

16.5 Access control 

· SMS Expert shall have a defined and documented access control policy for facilities, sites, network, system, application and information/data access (including physical, logical and remote access controls), an authorization process for user access and privileges, procedures for revoking access rights and an acceptable use of access privileges for SMS Expert personnel in place

· SMS Expert shall have a formal and documented user registration and de-registration process implemented to enable assignment of access rights

· SMS Expert shall assign all access privileges based on the principle of need-to-know and principle of least privilege

16.6 Operations security 

· SMS Expert shall have an established change management system in place for making changes to business processes, information processing facilities and systems. The change management system shall include tests and reviews before changes are implemented, such as procedures to handle urgent changes, roll back procedures to recover from failed changes, logs that show, what has been changed, when and by whom

· SMS Expert shall implement malware protection to ensure that any software used for SMS Expert’s provision of the Services to the Customer is protected from malware

· SMS Expert shall make backup copies of critical information and test back-up copies to ensure that the information can be restored as agreed with the Customer

· SMS Expert shall log and monitor activities, exceptions, faults and information security events and regularly review these. Furthermore, SMS Expert shall protect and store log information. Anomalies, incidents and indicators of compromise shall be reported according to the data breach management requirements as set out below

· SMS Expert shall manage vulnerabilities of all relevant technologies such as operating systems, databases, applications proactively and in a timely manner

· SMS Expert shall establish security baselines (hardening) for all relevant technologies such as operating systems, databases, applications

· SMS Expert shall ensure development is segregated from test and production environment

16.7 Communications security

· SMS Expert shall implement network security controls such as service level, firewalling and segregation to protect information systems

16.8 System acquisition, development and maintenance (when software development or system development is provided to the Customer by SMS Expert) 

· SMS Expert shall implement rules for development lifecycle of software and systems including change and review procedures

· SMS Expert shall test security functionality during development in a controlled environment

16.9 SMS Expert relationship with sub-suppliers

· SMS Expert shall reflect the content of these Security Measures in its agreements with Sub-processors that perform tasks assigned under this Agreement
· SMS Expert shall regularly monitor, review and audit Sub-processor’s compliance with the Security Measures
16.10 Data breach management

· SMS Expert shall have established procedures for data breach management

· SMS Expert shall inform the Customer about any data breach (including but not limited to incidents in relation to the processing of personal data) as soon as possible but no later than within 36 hours after the data breach has been identified

· All reporting of security-related incidents shall be treated as confidential information and be encrypted, using industry standard encryption methods

· The data breach report shall contain at least the following information:

· The nature of the data breach

· The nature of the personal data affected

· The categories and number of data subjects concerned

· The number of personal data records concerned

· Measures taken to address the data breach

· The possible consequences and adverse effect of the data breach

· Any other information the Customer is required to report to the relevant regulator or data subject

· To the extent legally possible, SMS Expert may claim compensation for support services under this clause which are not attributable to failures on the part of SMS Expert
16.11 Business continuity management

· SMS Expert shall identify business continuity risks and take necessary actions to control and mitigate such risks

· SMS Expert shall have documented processes and routines for handling business continuity

· SMS Expert shall ensure that information security is embedded into the business continuity plans
· SMS Expert shall periodically assess the efficiency of its business continuity management, and compliance with availability requirements (if any)
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